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maturity of policies, procedures, and 
internal controls to mitigate that risk 
and define residual risk. The frequen-
cy and scope of internal audit testing 
is based on the level of residual risk 
posed by the audit area and an un-
derstanding of whether that risk is in-
creasing, stable, or decreasing. 

RISK ASSESSMENT 
METHODOLOGY AND RISK 
RATINGS
The risk assessment process is best 
performed by someone with a thor-
ough understanding of the mortgage 
industry and comprehensive internal 
audit experience. The assessment 
process should consider the matrix in 
Figure 1 above. 

Once completed, the risk assessment 
and assigned risk ratings are used to 
develop a multi-year internal audit 
plan. Management should also use 
the risk assessment to determine an 
action plan to address any higher 
risk areas identified. When an area is 

rated higher risk, management should 
ask what mitigating controls should 
be implemented and whether pro-
cedures or systems need to change 
to lower risk and reduce operational 
losses and audit costs over time.

Assessing risks of an organization is 
an ongoing process. The risk assess-
ment and audit plan should be reeval-
uated at least annually and whenever 
significant changes occur in the orga-
nization. 

Internal audit is required by fed-
eral and state regulators, as well as 
government sponsored enterprises. 
Moreover, it is an effective manage-
ment tool that helps to reduce opera-
tional errors, deter fraudulent activity, 
assess compliance with regulatory re-
quirements, and optimize operational 
efficiency. CrossCheck Compliance 
has the experienced, trained, and 
certified resources that you need to 
evolve your internal audit activities. 
Let us help you!

Accurately defining your risk using a 
proven methodology can help ensure 
you are making the best use of your 
audit dollars. A risk assessment is the 
basis of an efficient and cost-effective 
internal audit plan. Areas that pose 
the most risk to the organization 
should be audited more frequently, 
typically annually, while areas posing 
less risk to the organization can be 
audited every other year or even ev-
ery third year depending upon man-
agement’s risk appetite. An accurate 
risk assessment allows you to focus 
your audit efforts on higher risk areas. 

The risk assessment process begins 
with the identification of inherent risk 
and then considers the adequacy and 

Heidi Wier, CFSA, Managing Director
Regulatory Compliance  

and Internal Audit
CrossCheck Compliance LLC

hwier@crosscheckcompliance.com

THOUGHTTHOUGHT LEADER
A Strong Risk Assessment Can Lower Audit Costs 

and Improve Audit Effectiveness
Figure 1


